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Abstract

This poster explores Signal Temporal Logic (STL) as a lightweight
formalism for specifying and monitoring building control require-
ments over simulated traces. We implement a single zone ther-
mostat simulation with supervisory controls, PI-style heating and
cooling, supply air temperature reset, and more. The simulation
produces time series traces that are checked using RTAMT against
STL specifications covering comfort bounds, occupied recovery,
and more. This preliminary prototype demonstrates that STL can
express and monitor safety and correctness properties for building
control systems from execution traces alone, supporting a longer-
term vision of proactive, data-driven verification for opaque IoT
deployments.

CCS Concepts

« Software and its engineering — Formal methods; « Com-
puter systems organization — Embedded and cyber-physical
systems.
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1 Introduction

I0T deployments in commercial buildings are becoming larger, more
heterogeneous, and more distributed. Sensing, actuation, and deci-
sion logic are now spread across many devices, often from different
vendors and with limited visibility into their internal control be-
havior. At the same time, building control sequences are already
complex enough to admit subtle bugs, unsafe interactions, and
degraded performance even when each individual component ap-
pears to operate correctly [5]. This makes it difficult to reason about
whether a deployment will remain safe as configurations change,
devices are updated, and control decisions interact through a shared
physical environment.

Most existing approaches for building controls address these
issues reactively. Fault detection and diagnostic tools, along with
rule-based checks such as ConStrain 2], are valuable for identifying
problems after they emerge in operational data. However, they do
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not directly answer the preventative question: can we establish
ahead of time that a controller and its surrounding environment
will avoid undesirable states?

Formal methods such as model checking [1] offer a complemen-
tary perspective. Rather than waiting for faults to manifest, they
allow one to represent controller behavior and system assumptions
mathematically and check whether safety properties and invariants
can be violated.

This poster is a first step in exploring how that perspective can
be adapted to opaque IoT control systems in buildings. In real-
world settings, we typically do not have white-box access to the
control logic embedded inside deployed devices, making source-
level analysis or binary instrumentation impractical. We also cannot
assume a complete model of the environment in which those devices
operate.

Our long-term goal is to show how learned behavioral mod-
els and learned environmental assumptions in tandem with for-
mal verification such as model checking can support proactive
verification for real-world building IoT systems. This poster de-
scribes our first step: we build a lightweight simulation prototype
for a thermostat-driven zone, encode control features such as de-
mand limiting, standby behavior, PI-style response, and supply-air-
temperature reset, and then monitor the resulting execution traces
against formally-encoded safety and correctness properties.

2 Background

Model checking is a formal verification method for assessing whether
a system conforms to predefined safety or security properties. Given
a formal model of the system and a property specified in a declara-
tive language, a model checker systematically explores all reachable
execution paths permitted by the system’s behavior. The outcome
is either a proof that the property is satisfied or a counterexample
illustrating how the property can be violated.

More recent work has explored the extension of model checking
to cyber-physical systems (CPS) [3]. Signal Temporal Logic (STL) [4]
is an extension of the traditional Linear Temporal Logic (LTL) [1]
designed for specifying properties over real-valued signals that
change over time. This makes it ideal for building systems, where
quantities such as supervisory inputs, thermostat logic, occupancy,
weather, and thermal response can be expressed directly as temporal
requirements over signals like temperature.

In this implementation we use STL in a simulation based setting.
We generate traces from a lightweight thermostat-zone model and
then use the RTAMT Python library [6] to evaluate those traces
against STL specifications.
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Figure 1: Simulated system trace.

3 Technical Approach

As the first step, we build a lightweight simulation of a single
thermostat-controlled zone that incorporates mode-based setpoints,
cooling resets, supply air temperature, etc. Running the simulation
produces a trace of the simulated system state at each step, as seen
in Fig. 1. Here, the top part shows the supervisory context: the
occupancy line shows true occupancy, the colored bands show the
current zone group mode, and the demand limit level. The bottom
part shows the thermal response; the x-axis is the elapsed time and
the y-axis is the temperature, including the zone temperature, the
outdoor temperature, active heating and cooling setpoints, active
SAT, and heating/cooling operation as colored bands.

We currently define 12 STL specifications ranging from a simple
zone temperature check to more involved bounded time recovery
properties. The zone temperature check requires the zone tempera-
ture to remain between the active heating and cooling setpoints:

heating_setpoint < zone_temperature < cooling_setpoint

In the implementation, we allow a 2 degree Fahrenheit tolerance
around this band and encode the condition as a derived signal called
the zone band margin. We then write the STL monitor as:

G(zone_band_margin > 0),

where G denotes that the condition must hold globally, or at every
time step in the trace.

As an example of a more complex specification, we check occu-
pied recovery. During occupied mode, the zone must either already
be inside the allowed band or return to that band within 30 minutes:

—occupied V (zone_band_margin > 0)

V F[1,30] (zone_band_margin > 0)

where F[4 397 denotes that the condition must become true some-
time within the subsequent 1 to 30 minutes.

Fig. 2 summarizes the end-to-end verification pipeline. Time
series inputs provide outdoor temperature and supervisory state.
The thermostat-zone model outputs a simulation trace. The STL
monitor then evaluates the trace against the 12 specifications and
reports pass/fail results with robustness values. In our simulation,
all 12 specifications pass with positive robustness margins.

4 Conclusion

This prototype demonstrates that STL can express and monitor real-
world safety and correctness properties for building control systems
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Figure 2: We encode safety and correctness constraints as
STL rules which are checked against simulated traces.

using only execution traces, without requiring white-box access to
controller logic. This supports our longer-term goal of proactive,
data-driven verification for opaque IoT deployments. Future work
will ground the physical model in learned thermal dynamics from
real building data, extend to multi-zone environments, and broaden
the specification set. Ultimately, we plan to move beyond trace
monitoring with RTAMT toward full model checking over learned
behavioral models.
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